
 
© Journal of Political Science and Policy Studies Vol. 2 No 2 (Feb, 2026) 

280 | P a g e  
 

STRATEGIC LEADERSHIP AND NATIONAL CYBER DEFENCE: PERSPECTIVES 

FROM MILITARY CYBER SECURITY WITHIN OPERATION SAFE HAVEN IN JOS, 

PLATEAU STATE, NIGERIA 

 

ECHERE PAUL ISAH 

Nigerian Defence Academy, Kaduna 

 

Abstract  

The emergence of cyberspace as a strategic domain has transformed national security, compelling 

militaries to integrate cyber defense capabilities into internal security operations. This study 

examines the role of strategic leadership in enhancing military cyber readiness within Operation 

Safe Haven (OPSH) in Jos, Plateau State, Nigeria. Employing a mixed-methods approach, 

qualitative data were collected through interviews with military officers and personnel, while 

secondary sources provided insights into policy frameworks and technological adoption. The study 

is anchored on Transformational Leadership Theory, emphasizing the dimensions of idealized 

influence, inspirational motivation, intellectual stimulation, and individualized consideration as 

key determinants of operational effectiveness in cyber-enabled contexts. Findings reveal that 

transformational leaders who articulate a compelling vision, foster innovation, and provide 

individualized support significantly improve compliance with cybersecurity protocols, enhance 

situational awareness, and strengthen operational resilience. The study further identifies 

technological innovation, human capital development, and interagency collaboration as critical 

enablers of effective cyber readiness, while institutional challenges, including policy 

implementation gaps, limited resources, and coordination deficits, impede operational efficiency. 

Discussion highlights that cyber readiness is not solely contingent on technological sophistication 

but is intrinsically linked to leadership practices that integrate doctrine, personnel, and emerging 

technologies. The study concludes that strategic leadership, particularly transformational 

leadership, is pivotal in bridging the gap between national cyber defense policies and practical 

implementation in internal security operations. Recommendations include institutionalizing 

transformational leadership practices, enhancing doctrinal clarity, investing in human capital, 

promoting technological integration, and fostering interagency and public-private collaboration. 

By emphasizing the synergy between leadership, technology, and organizational capacity, the 

study contributes to understanding how Nigerian military operations can strengthen cyber 

resilience and operational effectiveness in a digitally contested internal security environment. 
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Introduction 

The emergence of cyberspace as a strategic domain of warfare has significantly transformed the 

architecture of national security across the world. Contemporary security environments are 

increasingly defined by hybrid threats in which cyber operations complement conventional 

military strategies to disrupt command-and-control systems, intelligence networks, and critical 

national infrastructure (Libicki, 2007; Nye, 2011). In response to this transformation, major 

powers have institutionalized cyber capabilities within their armed forces, thereby recognizing 

cyberspace as a central element of modern defence doctrine. Strategic leadership within this 

context now extends beyond traditional battlefield command to include cyber risk governance, 

digital resilience planning, and the integration of information warfare capabilities into military 

operations (Kuehl, 2009).  

In Nigeria, the growing digitization of governance, economic systems, and security operations has 

heightened the importance of cybersecurity within national defence strategy. As Africa’s most 

populous country and one of its largest digital markets, Nigeria faces diverse cyber threats ranging 

from cyber fraud and cyber espionage to the use of digital platforms by terrorist and criminal 

groups for propaganda, recruitment, and coordination (National Information Technology 

Development Agency [NITDA], 2021; Omodunbi et al., 2016). The Nigerian government has 

responded by establishing legal and institutional frameworks such as the Cybercrimes (Prohibition, 

Prevention, etc.) Act 2015 and the National Cybersecurity Policy and Strategy (2021). Despite 

these initiatives, integrating cyber defence capabilities into military operations remains a complex 

challenge due to institutional, technological, and human-capacity limitations. 

Nigeria’s security landscape is further complicated by persistent internal conflicts including 

insurgency, banditry, communal violence, and separatist agitations. These security challenges 

increasingly exhibit digital dimensions, as non-state actors exploit online communication 

platforms and encrypted channels to coordinate activities and disseminate propaganda. 

Consequently, the Nigerian Armed Forces must incorporate cyber defence considerations into 

broader counterinsurgency and internal security operations. Strategic leadership therefore plays a 

critical role in ensuring secure military communication systems, safeguarding intelligence 

networks, and integrating cyber risk management into operational planning processes. 

Operation Safe Haven (OPSH), a joint military task force established to address recurring ethno-

religious violence and security instability in Plateau State and surrounding regions, operates within 
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this evolving threat environment. Although its primary mandate is to maintain peace and security, 

the operational theatre has increasingly been influenced by cyber-mediated dynamics such as 

misinformation, online mobilization, and digital propaganda. Adversarial actors frequently utilize 

social media platforms and encrypted messaging systems to incite violence, coordinate activities, 

and undermine public confidence in security institutions. These developments highlight the 

growing relevance of cybersecurity to the operational effectiveness of OPSH. 

Given these dynamics, strategic leadership within Operation Safe Haven must extend beyond 

conventional military deployment to include cyber situational awareness, secure information 

management, and digital intelligence coordination with other security agencies. This involves 

safeguarding military communication networks, countering online incitement, and integrating 

cyber risk assessment into operational decision-making processes. As Nigeria continues to 

strengthen its cybersecurity architecture, OPSH provides a relevant case for examining how 

strategic leadership shapes military cyber readiness in localized conflict environments and how 

national cyber defence policies are translated into operational practice. 

 

Statement of the Research Problem 

The increasing strategic importance of cyberspace has compelled military institutions worldwide 

to incorporate cyber defence capabilities into their operational doctrines and national security 

frameworks. However, while technologically advanced countries have successfully 

institutionalized cyber commands and embedded cybersecurity within military strategy, many 

developing countries continue to face significant challenges in operationalizing effective cyber 

defence systems (Clarke & Knake, 2019). In environments characterized by hybrid threats, the 

absence of effective strategic leadership in cybersecurity governance can expose military 

operations to cyber disruptions, misinformation campaigns, intelligence compromise, and 

declining public confidence in security institutions. Consequently, the effectiveness of national 

cyber defence depends not only on technological infrastructure but also on the strategic capacity 

of military leaders to coordinate resources, implement cybersecurity policies, and adapt to 

emerging digital threats. 

Operation Safe Haven in Jos, Plateau State, represents a strategic environment where internal 

security challenges intersect with cyber-mediated threats. The operational theatre is characterized 

by persistent ethno-religious tensions and communal violence that are often intensified by online 
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misinformation and digital mobilization through social media and encrypted communication 

platforms. Despite the increasing cyber dimension of these conflicts, there is limited scholarly 

understanding of how cybersecurity considerations are integrated into OPSH’s operational 

command structures, intelligence systems, and strategic planning processes. 

The core research problem therefore lies in the apparent gap between Nigeria’s formal 

cybersecurity policy frameworks and the practical implementation of military cybersecurity within 

internal security operations such as Operation Safe Haven. Without a clear understanding of how 

strategic leadership influences cybersecurity integration at the operational level, national cyber 

defence initiatives may remain largely policy-driven without achieving practical effectiveness. 

This study therefore seeks to address this gap by examining the role of strategic leadership in 

shaping military cybersecurity practices within OPSH, identifying institutional challenges, and 

proposing strategies for strengthening the integration of cyber defence within Nigeria’s national 

security architecture. 

Objectives of the Study 

The broad objective of this study is to examine the role of strategic leadership in strengthening 

national cyber defence through military cybersecurity practices within Operation Safe Haven in 

Jos, Plateau State, Nigeria. The specific objectives of the study are to: 

i. Examine how strategic leadership influences the integration of cybersecurity into the 

operational framework of Operation Safe Haven. 

ii. Identify the institutional, organizational, and capacity-related challenges affecting the 

effectiveness of military cybersecurity within Operation Safe Haven. 

iii. Propose strategic measures for enhancing leadership-driven military cybersecurity and 

strengthening national cyber defence in internal security operations. 

Conceptual Clarification 

Strategic Leadership 

Strategic leadership is a multidimensional construct that has gained renewed prominence in 

academic and practical discourses, particularly in contexts characterized by volatility, uncertainty, 

complexity, and ambiguity (VUCA). At its core, strategic leadership entails the ability of 
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individuals at the highest echelons of an organization to shape long-term direction, influence 

organizational culture, and align resources and capabilities with broader strategic objectives (Boal 

& Hooijberg, 2001 as foundational; extended in recent literature). Contemporary research has 

refined this conceptualization to emphasize not merely planning or decision‑making, but the 

integration of foresight, adaptability, and environmental scanning to navigate complex external 

and internal challenges (Mohammad et al., 2024). Strategic leaders are thus distinguished by their 

capacity to synthesize strategic intelligence, strategic planning, and strategic thinking, enabling 

organizations to both anticipate and respond effectively to emergent risks and opportunities 

(Mohammad et al., 2024). 

Reviews and empirical studies underscore that strategic leadership is deeply relational and 

contextual. Leaders who exhibit vision articulation, environmental awareness, and capacity for 

dynamic alignment of organizational processes tend to facilitate not only strategic goal 

achievement but also cultural adaptability and resilience (Anyia et al., 2025). For example, 

strategic leadership practices positively influence organizational culture and employee resilience 

by fostering environments that encourage innovation, collaboration, and shared commitment to 

strategic outcomes (Anyia et al., 2025). This aligns with contemporary views that effective 

strategic leaders not only set direction but also cultivate enabling climates where subordinates are 

empowered to contribute to strategic imperatives. 

In the rapidly evolving digital era, the concept of strategic leadership has expanded to incorporate 

capabilities relevant for navigating technological transformation. Strategic leaders are now 

expected to integrate digital intelligence, ethical considerations, and cross‑domain coordination 

into their leadership repertoire, particularly where digital threats and technological complexities 

intersect with organizational mandates (Young & Ozocheta, 2025). In cyber‑related domains, for 

instance, strategic leadership is conceptualized as central to cultivating cybersecurity readiness by 

embedding enterprise‑wide governance mechanisms and ensuring that cyber risk considerations 

inform organizational decision‑making processes (Young & Ozocheta, 2025). From this 

perspective, strategic leadership transcends traditional hierarchical command to embrace 

distributed accountability, cross‑functional collaboration, and continuous learning as core enablers 

of resilient and forward‑looking institutions. 
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Emerging scholarship also highlights that strategic leadership is not static; rather, it evolves with 

contextual demands and environmental dynamics. Leaders must demonstrate flexibility, 

integrative thinking, and proactive learning to navigate disruptions that cut across technological, 

socio‑political, and economic domains. This evolution reflects a shift from purely directive models 

toward frameworks that integrate strategic foresight, innovation management, and collaborative 

governance to ensure sustainable performance (Mohammad et al., 2024). Accordingly, strategic 

leadership is now recognized as a critical driver not only of organizational performance but also 

of systemic resilience in settings marked by rapid change, such as cybersecurity and defence 

operations. Together, these perspectives offer a robust and contemporary understanding of 

strategic leadership: one that foregrounds vision, adaptability, and integrative decision‑making as 

essential capabilities for guiding organizations through complexity and uncertainty. 

National Cyber Defence 

National cyber defence refers to the comprehensive set of strategic, operational, and institutional 

measures that a state deploys to protect its cyberspace, critical information infrastructure, and 

digital assets against a spectrum of cyber threats that pose risks to national security and resilience 

(Reddy, 2025). In contemporary security scholarship, cyberspace is increasingly recognized as an 

operational domain where state actors, non‑state groups, and transnational adversaries project 

power, disrupt systems, and exploit vulnerabilities in digital networks used for governance, 

military operations, economic activity, and social communication (Reddy, 2025; The whole of 

cyber defense, 2024). As a result, national cyber defence encompasses not only defensive technical 

capabilities (e.g., intrusion detection, incident response) but also strategic policymaking, legal 

frameworks, interagency coordination, and resilience planning that enable a state to anticipate, 

deter, mitigate, and recover from cyber‑enabled attacks (Reddy, 2025; The whole of cyber defense, 

2024). 

Within defence and security studies, national cyber defence is conceptualized as an extension of 

traditional defence paradigms into the digital domain, requiring integration with broader national 

security strategies and alignment with military doctrine where relevant (Reddy, 2025). This 

integration reflects the strategic imperative for states to safeguard not only physical territory but 

also digital spaces upon which critical functions, such as command and control, financial systems, 
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and communication networks, depend. Contemporary research on strategic cybersecurity 

emphasizes that effective national cyber defence must move beyond reactive responses to embrace 

proactive strategies, including threat intelligence sharing, resilience frameworks, and continuous 

adaptation to emerging technologies and threat vectors (Strategic cybersecurity, 2024). Such 

approaches often require the harmonization of state actors, military institutions, the private sector, 

and civil society to build a layered defensive posture capable of addressing both state‑sponsored 

and non‑state cyber threats. 

At the policy level, national cyber defence is embedded within national cybersecurity strategies 

that articulate strategic priorities, delineate roles and responsibilities across government and 

private sectors, and set implementation mechanisms for threat prevention, detection, and incident 

response (Strategic cybersecurity, 2024; Dimension 1: Cybersecurity Policy and Strategy, n.d.). 

Countries with advanced cyber defence architectures often establish dedicated cyber defence 

centres or commands that facilitate cooperation, real‑time situational awareness, and coordinated 

response to significant cyber incidents, underscoring the need for institutional structures that can 

operationalize strategic objectives into actionable measures (Nationales Cyber‑Abwehrzentrum, 

2025). In sum, national cyber defence represents a multidimensional strategy that incorporates 

technological capabilities, governance frameworks, and coordinated institutional action to protect 

the digital domain as an essential component of national security. Its effectiveness is contingent 

not only on the sophistication of technical tools but also on strategic leadership, policy coherence, 

and cross‑sectoral collaboration to manage complex and evolving cyber threats. 

Military Cybersecurity 

Military cybersecurity is a specialized subset of cybersecurity that focuses on the protection of 

defense‑related information systems, networks, and digital assets critical to national security, 

operational command, and battle readiness. In the contemporary security environment, military 

organizations increasingly rely on interconnected digital technologies for communication, 

intelligence, logistics, weapons systems, and decision support, making these systems high‑value 

targets for cyber adversaries (TechVets, 2025). Cyber threats such as malware, ransomware, 

espionage, and distributed denial‑of‑service attacks can degrade military information superiority, 

disrupt operations, and compromise classified data, potentially leading to mission failure and 
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strategic vulnerabilities. Thus, military cybersecurity entails the implementation of defensive 

measures designed to preserve the confidentiality, integrity, and availability of military networks 

and systems under all conditions of peace, crisis, and conflict (The Role of Cybersecurity in 

National Defence, 2025). 

Beyond traditional defensive activities, military cybersecurity also encompasses proactive 

measures including threat hunting, advanced intrusion detection, and zero‑trust architectures that 

assume no implicit trust for any network entity, internal or external, to enhance resilience against 

sophisticated cyberattacks (Cybersecurity in Defense, 2025). These technical measures are 

complemented by strategic policies and organizational structures that integrate cybersecurity into 

broader defense planning, command and control systems, and operational doctrines. Many modern 

militaries have established dedicated cyber units or commands, such as NATO’s integrated cyber 

defence capabilities or the U.S. Army Cyber Protection Brigade, which conduct both defensive 

and, where authorized, offensive cyber operations to protect national interests (US Army Cyber 

Protection Brigade, 2026; NATO Cyber Defence, 2024). 

Importantly, military cybersecurity is distinguished from general cybersecurity by its 

mission‑critical context, where cyber operations directly influence strategic deterrence, force 

projection, and national defence outcomes. It requires robust coordination across military 

branches, intelligence agencies, and sometimes international partners to ensure secure and resilient 

cyberspace operations. The dynamic nature of threats, coupled with rapid technological innovation 

such as artificial intelligence and machine learning, further necessitates continuous adaptation of 

security frameworks and doctrines to maintain operational effectiveness and strategic advantage 

in the digital domain (Digital Sovereignty Control Framework, 2025). In summary, military 

cybersecurity integrates technological defenses, organizational strategies, and policy directives to 

safeguard defense information infrastructure and maintain military effectiveness in an era where 

cyberspace is recognized as a contested domain of national security. 

Strategic Leadership in Cyber-Enabled Military Operations 

In the contemporary security environment, military operations are increasingly dependent on cyber 

capabilities, making strategic leadership in cyber-enabled contexts a central imperative for 

effective defense and national security. Strategic leadership in cyber-enabled military operations 
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refers to the visionary, integrative, and ethically grounded guidance provided by senior military 

leaders to plan, direct, and synchronize cyber activities across operational domains. Unlike 

traditional military leadership, which focuses primarily on conventional force employment, 

strategic leadership in cyber-enabled operations must simultaneously navigate the complexities of 

digital technologies, information superiority, joint force integration, legal-ethical frameworks, and 

geopolitical risk. This form of leadership extends beyond the tactical employment of cyber tools 

to include strategic foresight, anticipating future cyber threats, shaping doctrine, and aligning cyber 

readiness with broader national defense strategies. As such, it embodies a hybrid leadership model 

that combines conventional military acumen with deep technological literacy, adaptive decision-

making, and cross-sector collaboration. 

The rise of cyberspace as a contested operational domain has transformed military doctrine 

globally. Cyberspace is no longer a peripheral battlefield; it is central to achieving information 

advantage, operational tempo, and strategic deterrence. Strategic leaders in cyber-enabled military 

operations thereby function as architects of cyber strategy, responsible for harmonizing cyber 

efforts with kinetic and informational campaigns to produce synergistic effects. Scholars argue 

that effective cyber strategic leadership relies on a blend of technical expertise, organizational 

vision, and institutional agility. Technical expertise enables leaders to grasp capabilities and 

limitations of cyber systems, cyber defense architectures, and offensive cyber tools. Organizational 

vision allows leaders to conceptualize how these capabilities integrate with traditional military 

functions. Institutional agility empowers leaders to restructure organizations and processes to be 

responsive to rapidly evolving cyber threats. According to Erickson and Magnus (2019), cyber 

strategic leaders must cultivate a culture of innovation, encouraging experimentation and rapid 

adaptation while maintaining rigorous standards of accountability and security. 

Furthermore, strategic leadership in cyber-enabled environments requires an intricate 

understanding of the cyber threat landscape, including state and non-state actors, asymmetric 

threats, and hybrid warfare tactics. Cyber leaders must interpret an expansive array of signals from 

intelligence, cyber threat indicators, and geopolitical developments to make pre-emptive and 

reactive decisions in an uncertain environment. The literature highlights the significance of 

informational dominance, meaning the capacity to collect, analyze, and leverage data more 

effectively than adversaries, as a core objective of cyber strategy. Leaders are tasked with 
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implementing information operations that exploit cyber vulnerabilities of adversaries while 

protecting friendly systems. This dual role, both protective and offensive, raises complex ethical 

and legal challenges. Military leaders must navigate domestic and international laws governing 

cyber operations, including issues of sovereignty, proportionality, and unintended escalation. 

According to Clark (2021), ethical cyber leadership is grounded in transparency, lawful conduct, 

and accountability, ensuring that military cyber operations do not undermine civil liberties or 

international norms. 

The interdisciplinary nature of cyber strategic leadership has also propelled changes in military 

education and professional development. Modern military institutions are incorporating cyber 

literacy into curricula, emphasizing systems thinking, scenario-based planning, risk assessment, 

and cross-domain operational art. Additionally, effective cyber strategic leaders often lead diverse 

teams that include civilian specialists, private sector partners, and allied forces. This demands a 

high level of collaborative leadership skills to bridge organizational cultures, share sensitive 

information appropriately, and coordinate joint responses. Studies by Johnson & Martin (2020) 

demonstrate that militaries with established partnerships with academia and industry are more 

adept at innovating cyber capabilities and implementing real-time solutions to emergent threats. 

The impact of strategic leadership in cyber-enabled military operations is observable in how 

militaries are restructuring command and control frameworks. Cyber commands and joint task 

forces are increasingly integrated into higher-level decision-making processes, underscoring their 

strategic relevance. Such institutional reforms reflect leaders’ recognition that cyber advantages 

contribute to deterrence, crisis stability, and operational success. For example, cyber strategic 

leaders play a pivotal role in formulating doctrines that govern responses to cyber aggression, 

establishing thresholds for proportionate retaliation, and shaping national resilience to cyber 

disruptions. In essence, effective leadership in this domain is not merely about technological 

mastery, but about leveraging cyber capabilities as instruments of national power—integrating 

them with diplomatic, informational, and military instruments to achieve strategic ends. 

In summary, strategic leadership in cyber-enabled military operations represents a fusion of 

traditional military command with advanced cyber strategy and governance. These leaders must 

possess not only technical knowledge but also strategic vision, ethical grounding, and the ability 
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to orchestrate complex interdependent operations across agencies and nations. The literature 

underscores that cybersecurity, cyber offense, and cyber deterrence are not isolated technical 

challenges but are fundamentally matters of leadership, policy integration, and strategic planning 

that shape contemporary military effectiveness and global security dynamics. 

Cybersecurity and National Security in Internal Security Contexts 

Cybersecurity has emerged as a critical component of national security in Nigeria, significantly 

influencing internal security dynamics in the digital era. As Nigeria deepens its reliance on 

information and communication technologies (ICT) for governance, commerce, finance, and social 

interaction, the country’s cyberspace has increasingly become a domain of vulnerability that 

adversaries, both criminal and geopolitical, can exploit. Cyber threats such as hacking, identity 

theft, phishing, and ransomware attacks undermine public trust in institutions, disrupt essential 

services, and weaken governance structures, thereby posing direct and indirect challenges to 

national stability (Chukwuemeka & Ernest, 2025). Empirical studies highlight that Nigeria’s 

cyberspace has been characterized by a proliferation of cybercrime activities, partly fueled by 

socio-economic factors such as high unemployment and limited enforcement capacity, which has 

enabled cybercriminal networks to thrive and expand their reach across digital frontiers 

(Chukwuemeka & Ernest, 2025). 

The Nigerian government and security agencies increasingly recognize cybersecurity as an internal 

security concern rather than a mere technical or administrative issue. High-level pronouncements 

by security authorities confirm that cybercrime and related digital threats are now treated as threats 

to national security, with the Nigeria Police Force and United Nations entities noting that 

cybercrime undermines social trust and economic stability (IGP Egbetokun as cited in Independent 

Newspaper Nigeria, 2024; UNODC representative as cited in THISDAYLIVE, 2025). These 

perspectives underscore the multidimensional impact of cyber insecurity—affecting not only 

financial and information systems but also national resilience, intelligence integrity, and public 

confidence in state capacity. Nigeria’s evolving threat environment includes cyber-enabled 

activities by domestic insurgent groups and transnational criminal networks that exploit digital 

channels for recruitment, propaganda, fundraising, and operational coordination, thereby blurring 
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the lines between traditional physical threats and cyber threats to internal security (Kente & Ishaku, 

2024). 

Nigeria has attempted to address its cybersecurity challenges through policy, institutional reforms, 

and legislative frameworks. The National Cybersecurity Policy and Strategy (NCPS) and 

associated legislative instruments such as the Cybercrime (Prohibition, Prevention, etc.) Act form 

the backbone of the country’s cybersecurity architecture. These frameworks aim to safeguard 

digital infrastructure, promote cybersecurity awareness, coordinate response mechanisms, and 

align national efforts with international best practices (Enokie, 2025; NIgerian Government Cyber 

Security Department, n.d.). However, scholars and policy analysts argue that implementation gaps, 

weak coordination among agencies, limited public awareness, and resource constraints continue 

to hinder the effectiveness of these policies (Enokie, 2025; AllAfrica.com, 2024). Nigeria’s 

ranking in global cybersecurity competitiveness metrics indicates that despite improvements in 

digital connectivity, cybersecurity measures have lagged behind, reflecting structural weaknesses 

that adversaries can exploit (AllAfrica.com, 2024). 

The intersection between cybersecurity and internal security in Nigeria also highlights the need 

for enhanced institutional collaboration, capacity building, and public-private partnerships. 

Security agencies such as the Nigeria Immigration Service have launched strategic plans and 

awareness campaigns to strengthen cyber resilience and inter-agency cooperation, acknowledging 

that no single institution can manage the breadth of cyber threats alone (KapitalFM, 2025; Voice 

of Nigeria Broadcasting Service, 2025). Furthermore, regional cooperation within West Africa is 

increasingly recognized as essential given the transnational nature of cyber threats, necessitating 

harmonized strategies and shared intelligence to mitigate risks that transcend national borders 

(Oluwatosin, 2025). 

In summary, cybersecurity in Nigeria has transcended its traditional role as a component of IT 

governance to become a cornerstone of national and internal security strategy. The evolving threat 

environment, characterized by sophisticated cybercrime, cyber-terrorism, and institutional 

vulnerabilities, demands robust policy implementation, effective enforcement mechanisms, and 

broad stakeholder engagement to protect Nigeria’s digital and physical security spaces. 
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Implementation of National Cyber Defence Policies in Military Operations 

The implementation of national cyber defence policies in military operations represents a critical 

junction between strategic intent and operational capability, reflecting how states transform 

abstract cyber defence strategies into concrete military practices. At the heart of such 

implementation is the need to translate a nation’s cybersecurity policy frameworks into coherent, 

mission-oriented actions that protect military networks, enable secure communications, and 

support combat and defence activities in cyberspace. A national cyber defence policy typically 

outlines objectives, roles and responsibilities, institutional coordination mechanisms, resource 

allocation, and legal frameworks for safeguarding cyberspace. However, the transition from policy 

to operational implementation, particularly within military settings, remains a systematic and 

complex process involving doctrine development, capability building, institutional restructuring, 

inter-agency cooperation, and continuous adaptation to evolving threats (Enokie, 2025; Osho & 

Onoja, 2015). 

At the military level, cyber defence policy implementation involves institutionalizing cyber roles 

within defence structures and integrating cyber defence tasks into operational planning and 

execution. Many nations have established specialized military cyber units, doctrines, and 

command structures to operationalize national cyber policy mandates. For example, the Nigerian 

military has taken institutional steps by establishing a Directorate of Cyber Security under the 

Defence Space Administration (DSA), charged with defending critical military networks, 

detecting and responding to cyber threats, and supporting wider armed forces operations through 

research, threat analysis, incident response, and protective infrastructure measures. This 

directorate’s mandate reflects an effort to embed cyber defence functions directly within military 

operations, aligning national policy objectives with operational preparedness and readiness. 

Despite such institutionalization, challenges in policy implementation persist globally and within 

Nigeria. A recurring issue identified in the literature is the gap between policy formulation and 

execution, including limited clarity in operational guidelines, insufficient coordination among 

defence, intelligence, and civilian cybersecurity entities, and inadequate human and technological 

resources to fully implement strategic goals (Enokie, 2025; CSEAN expert commentary, 2023). 

National cybersecurity policies, including Nigeria’s National Cybersecurity Policy and Strategy, 
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have articulated frameworks to safeguard cyberspace and critical infrastructure, but calls from 

cybersecurity experts highlight delays or weaknesses in their operational rollout, especially 

regarding military integration, coordinated incident response, and establishing national 

cybersecurity coordination centres. 

Implementation also requires doctrinal adaptation and workforce development. A key aspect of 

effective cyber defence implementation in military contexts is the development of doctrines that 

integrate cyber operations with conventional military planning and the training of defence 

personnel in cyber skills. Studies on military modernization emphasize that successful cyber 

defence is not purely technological but requires organizational reform, leadership training, cyber 

literacy, and continued capability development to ensure that military units can interpret, execute, 

and adapt policies in the face of rapidly evolving threats. Without such doctrine and training, policy 

directives risk remaining isolated from the realities of operational cyber engagements. 

Moreover, civil-military collaboration emerges as a key factor in implementation. National cyber 

defence policies often call for cross-sector partnerships involving government agencies, military, 

private sector, and international partners. Effective implementation in military operations thus 

demands inter-agency coordination mechanisms, shared intelligence, and cooperative defence 

strategies to ensure that military cyber activities are consistent with national legal frameworks and 

broader national security objectives. Research on international cyber defence practice suggests that 

joint planning and information sharing enhance national resilience against attacks and enable 

military forces to respond effectively within legal and ethical boundaries. 

In practice, implementation outcomes vary widely between contexts and are shaped by national 

institutional capacities, resource availability, leadership commitment, and threat environments. 

While Nigeria has taken significant institutional steps to integrate cyber defence within its military 

posture, continued emphasis on operationalizing policies through clear doctrine, enhanced training 

programs, resource investments, and collaboration with civilian and international actors will be 

essential to realize the full strategic benefits of its cyber defence policy in military operations. 
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Technological Innovation and Cyber Readiness in Military Operations 

Technological innovation has become a central determinant of military effectiveness in the digital 

age, substantially influencing cyber readiness and operational resilience. As military organizations 

increasingly adopt advanced digital systems, ranging from networked command and control 

platforms to artificial intelligence (AI)‑enabled sensors and autonomous systems, cyber readiness 

shifts from a niche technical concern to a core component of warfare preparedness (Smith & 

Johnson, 2023). Cyber readiness is broadly defined as the capacity of a military organization to 

anticipate, prepare for, respond to, and recover from cyber threats and incidents (Kemp et al., 2022; 

Williams & Adeyemi, 2024). This encompasses not only cybersecurity technologies and protocols 

but also organizational learning, human capital development, doctrine, and strategic alignment of 

innovation with operational needs. 

Academic and operational analyses underscore that technological innovation enhances cyber 

readiness in several ways. First, adaptive cybersecurity technologies, such as next‑generation 

firewalls, intrusion detection systems, machine learning–driven threat analytics, and zero‑trust 

architectures, enable rapid detection and mitigation of sophisticated cyberattacks (Carpenter, 

2024). These technologies allow militaries to maintain situational awareness across distributed 

networks and better protect mission‑critical information systems. Secondly, innovations in 

simulation and training environments, including cyber ranges and virtualized war games, provide 

realistic platforms for testing defensive strategies, stress‑testing systems, and enabling personnel 

to build cyber combat skills in controlled settings (Liang & Marquez, 2025). Such environments 

accelerate learning and improve organizational readiness by exposing operators to a wide range of 

threat scenarios. 

Moreover, technological innovation also reshapes doctrine and operational planning. Cyber 

readiness in contemporary military operations is increasingly conceptualized as an integrated 

capability that requires harmonized hardware, software, processes, and people (Edwards & 

Nwankwo, 2022; Chukwu & Hassan, 2023). For example, embedding AI‑enabled predictive 

analytics within intelligence systems can augment commanders’ abilities to anticipate adversary 

cyber actions and make informed decisions under temporal pressure. Similarly, digital 

interoperability tools enhance coordination across joint and allied formations, enabling more 
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effective information sharing and synchronized responses to multi‑domain threats (Nguyen & 

Okeke, 2024). In this regard, cyber readiness is not simply about preventing breaches; it is defined 

by how effectively technological innovation is synchronized with leadership intent, doctrinal 

coherence, and operational practices. 

However, the integration of advanced technologies into military operations, while enhancing 

capabilities, simultaneously introduces significant complexity and risk. Emerging systems—

ranging from AI-enabled command platforms to autonomous surveillance and networked weapons 

systems—can inadvertently create vulnerabilities if they are not accompanied by robust 

governance frameworks and oversight mechanisms (Rossi & Akintola, 2023). For instance, 

reliance on third-party hardware or software may expose military networks to supply-chain attacks, 

while insufficiently tested applications can harbor software vulnerabilities that adversaries could 

exploit to disrupt operations or exfiltrate sensitive information. The rapid pace of technological 

innovation can therefore outstrip institutional capacities to evaluate, secure, and integrate new 

tools effectively, creating gaps in operational resilience and cyber readiness. 

Cyber readiness, in this context, is contingent not only on technical sophistication but also on 

institutional competence to govern innovation ethically and strategically. Military organizations 

must establish processes for rigorous vetting, continuous monitoring, and secure implementation 

of emerging technologies to prevent the inadvertent introduction of weaknesses into operational 

systems. Effective governance structures, comprising policy oversight, accountability 

mechanisms, and integration protocols, are essential to balance innovation with security, ensuring 

that technological adoption enhances mission assurance rather than undermines it. By embedding 

ethical considerations, risk assessment, and procdural rigor into the adoption of new technologies, 

militaries can maximize the benefits of innovation while minimizing exposure to cyber threats, 

thereby reinforcing operational effectiveness and strategic resilience. 

In the context of military operations, especially those addressing internal security challenges such 

as Operation Safe Haven in Nigeria, technological innovation and cyber readiness intersect with 

resource constraints, human capital shortfalls, and leadership challenges. Leveraging innovation 

for cyber readiness requires not only access to advanced technologies but also sustained investment 

in training, doctrine development, and interagency collaboration. While technological tools can 
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significantly enhance defensive postures, their impact is contingent upon organizational readiness 

to assimilate innovations and apply them synergistically with strategic leadership. Therefore, 

understanding how technological innovation influences cyber readiness involves examining both 

the enabling potential of new technologies and the institutional frameworks that support their 

secure and effective deployment in military operations. 

Institutional and Operational Challenges in Military Cybersecurity 

Military cybersecurity is pivotal for safeguarding defense information systems, preserving 

operational integrity, and ensuring strategic outcomes in contemporary conflict environments. 

However, its effective implementation is often impeded by a range of institutional and operational 

challenges that cut across policy, capacity, coordination, and technology domains. These 

challenges are especially pronounced in developing states and complex internal security operations 

where organizational structures and resource priorities may not be fully aligned with evolving 

cyber threat landscapes (Onyejekwe, 2024; Akinyemi & Adetayo, 2023). 

At the institutional level, one of the most pervasive challenges is the absence of fully 

operationalized cybersecurity doctrine within military organizations. Although many states, 

including Nigeria, have articulated national cybersecurity strategies and legal frameworks (e.g., 

Cybercrimes (Prohibition, Prevention, etc.) Act 2015; National Cybersecurity Policy and Strategy 

2021), translating these policies into actionable military doctrine remains uneven (NITDA, 2021; 

Ekong, 2022). Military institutions may lack clearly defined command responsibilities for 

cybersecurity, leading to fragmentation between information technology (IT) units, intelligence 

branches, and operational commands. This doctrinal gap undermines the ability of commanders to 

integrate cyber defence into operational planning, risk assessment, and decision‑making processes. 

Human capital constraints represent a critical bottleneck in the effective implementation of 

military cybersecurity, particularly in developing countries where demand for skilled cyber 

professionals far exceeds supply. Cybersecurity within military contexts is highly specialized, 

requiring personnel proficient in network defence, secure systems architecture, malware analysis, 

digital forensics, and threat intelligence (Umar & Bello, 2023). These competencies are essential 

not only for operating and maintaining secure networks but also for anticipating, detecting, and 

responding to sophisticated cyber threats that can compromise operational integrity. However, 
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military institutions frequently face challenges in recruiting qualified personnel due to competition 

from the private sector, which often offers higher remuneration, better career advancement 

opportunities, and access to cutting-edge technologies. In addition, educational pipelines for 

cybersecurity expertise in many developing nations remain underdeveloped, with limited graduate 

programs, technical certifications, and practical training environments to prepare candidates for 

the specialized demands of military cyber operations. 

Beyond recruitment, retention and ongoing professional development pose additional challenges. 

Cybersecurity is a rapidly evolving field, and military personnel must continually update their 

skills to keep pace with emerging technologies, attack methodologies, and threat vectors. Limited 

opportunities for professional growth, inadequate training programs, and bureaucratic constraints 

within military structures can lead to skill erosion or attrition, further weakening the institution’s 

cyber defence posture. This deficit in human capital also constrains the institutionalization of a 

cyber-aware culture across military ranks. Mid-level commanders and operational personnel may 

lack the necessary knowledge or confidence to identify potential cyber threats, integrate cyber 

considerations into operational planning, or respond effectively to incidents, leaving critical gaps 

in situational awareness and operational resilience. Consequently, human capital limitations not 

only reduce the technical capabilities of military cyber units but also impede the broader strategic 

integration of cybersecurity within military doctrine and operations. 

Resource limitations are another significant barrier. Cybersecurity infrastructures, such as secure 

communication networks, advanced intrusion detection systems, and resilient data centres, require 

sustained investment and modernization. In internal security operations where resources are 

prioritized for kinetic capabilities (e.g., vehicles, weapons, and personnel deployment), 

investments in cyber infrastructure may be deprioritized, leading to technological obsolescence 

and vulnerability to sophisticated cyber threats (Adigun & Ojo, 2023). These resource gaps are 

exacerbated by competing budgetary demands within defense ministries and challenges in securing 

foreign partnerships or technology transfers that can enhance cyber readiness. 

Operationally, poor interagency coordination and information sharing presents another challenge. 

Military cybersecurity does not operate in isolation; it intersects with national cyber agencies, law 

enforcement, intelligence services, and, in some cases, private sector entities responsible for 
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critical infrastructure. However, institutional silos and bureaucratic turf dynamics can restrict 

effective information flow, delaying the identification and mitigation of cyber threats (Oluwafemi 

& Adebayo, 2024). This is especially critical in multi‑domain operations like internal security 

deployments, where timely intelligence sharing can prevent misinformation campaigns, network 

breaches, or adversarial exploitation of digital platforms. 

Finally, organizational culture and leadership perceptions play a decisive role in determining the 

effectiveness of cybersecurity integration within military institutions. In many contexts, there 

exists a prevailing mindset that treats cybersecurity primarily as a technical or IT concern rather 

than as an integral component of strategic operations (Onyejekwe, 2024). This narrow 

conceptualization limits the prioritization of cyber initiatives in key organizational processes, such 

as training curricula, operational planning, and leadership development programs. As a result, 

personnel across the hierarchy may not fully appreciate the strategic significance of cyber threats, 

leading to gaps in preparedness and reactive, rather than proactive, approaches to cyber risk 

management. Such cultural dispositions can undermine the adoption of holistic cybersecurity 

measures that span doctrine, policy, technology, and human capital. 

The absence of strategic buy-in from senior leadership exacerbates these challenges. Cybersecurity 

initiatives require endorsement and active support from top commanders to be meaningfully 

embedded into everyday military practices, including mission planning, intelligence operations, 

and resource allocation. Without this leadership commitment, efforts to mainstream cyber risk 

management are often superficial, fragmented, or inconsistently applied across units and 

departments. Furthermore, the lack of authoritative guidance and accountability mechanisms can 

hinder interdepartmental coordination, reduce operational cohesion, and leave critical 

vulnerabilities unaddressed. Therefore, fostering a culture that recognizes cybersecurity as a 

strategic imperative, coupled with visible leadership advocacy and integration into command 

priorities, is essential for strengthening military cyber resilience and operational effectiveness. 

Empirical Review 

Ogungbemi and Oladipo (2023) examined the integration of cybersecurity into Nigerian military 

operations, finding that leadership commitment and resource allocation significantly influence the 

effectiveness of cyber defence initiatives. Their mixed‑methods study of five Nigerian Defence 
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Headquarters units revealed that units with proactive leadership, clear cyber policies, and 

dedicated cyber teams reported higher levels of readiness and threat responsiveness. Conversely, 

units lacking leadership engagement exhibited slower incident response times and limited 

confidence in cyber defences, suggesting that leadership orientation directly affects organizational 

cybersecurity outcomes (Ogungbemi & Oladipo, 2023). 

Similarly, Onwumere, Anya, and Maduka (2024) explored cyber threat awareness among 

mid‑level military officers in internal security operations, observing that cyber literacy and 

leadership support were critical predictors of operational cyber readiness. Their survey of 210 

officers engaged in internal security deployments indicated that officers who received formal cyber 

training and whose commanders prioritized digital security demonstrated significantly greater 

proficiency in identifying cyber threats and adopting preventive practices. The study concluded 

that leadership emphasis on training and knowledge development is essential for enhancing 

military cybersecurity in dynamic operational environments (Onwumere et al., 2024). In a 

comparative study of African militaries, Toure and Mensah (2022) assessed national cyber defence 

frameworks across eight countries, including Nigeria, Ghana, Kenya, and South Africa. Their 

analysis showed that institutional integration and strategic vision are strong correlates of effective 

cyber defence capabilities. States with coordinated cyber commands and formal doctrines, such as 

South Africa and Kenya, exhibited stronger cyber incident management and interagency 

collaboration compared to countries where cyber governance remains fragmented. The authors 

attributed these differences to strategic leadership that prioritizes cyber readiness in national 

defence planning (Toure & Mensah, 2022). 

Research focusing specifically on internal security operations underscores the interplay between 

local operational demands and cyber challenges. A case study by Adeyemi and Nwachukwu 

(2025) on Nigeria’s “Operation Delta Shield” in the Niger Delta highlighted how misinformation 

campaigns and adversary exploitation of social media platforms impeded operational 

effectiveness. Their analysis indicated that where strategic leadership instituted real‑time 

monitoring and counter‑narrative mechanisms, operational units were better able to mitigate 

misinformation and maintain public trust. While not directly a cyber defence study, this research 

underscores the operational relevance of cyber‑informed leadership actions in security missions 

(Adeyemi & Nwachukwu, 2025). Further, Onuoha (2023) analyzed policy implementation gaps 



 
© Journal of Political Science and Policy Studies Vol. 2 No 2 (Feb, 2026) 

300 | P a g e  
 

in Nigeria’s National Cybersecurity Policy and Strategy (2021), identifying that institutional 

fragmentation, inadequate funding, and limited cyber workforce development constrain effective 

defense outcomes. The study recommended enhanced leadership commitment, interagency 

coordination, and investment in human capital as fundamental to operationalizing national cyber 

defence. Although the study did not focus exclusively on military operations, its findings are 

applicable to defense contexts where similar institutional barriers exist (Onuoha, 2023). 

International empirical research provides compelling evidence on the critical role of strategic 

leadership in shaping cyber readiness within military organizations. Brendle and Ronen (2021), 

for instance, examined cyber defence units across NATO member states and found that command 

support and strategic alignment with national cybersecurity objectives significantly improved both 

incident response performance and adaptive learning. Their cross-national analysis revealed that 

leadership practices emphasizing shared situational awareness, doctrinal coherence, and proactive 

decision-making correlate strongly with higher resilience against sophisticated cyber threats. This 

demonstrates that strategic leadership is not merely an administrative function but a core 

determinant of operational effectiveness in cyber domains, ensuring that units can anticipate, 

respond to, and recover from complex cyber incidents. 

Similarly, Jones (2021) conducted a comparative study of military leaders in the USA, UK, and 

Nigeria, exploring how leadership approaches influence cybersecurity effectiveness. The study 

highlighted that effective cyber leadership requires a combination of strategic vision, technical 

knowledge, and collaborative engagement. Leaders who actively involved their teams, 

communicated the strategic importance of cybersecurity, and cultivated a culture of cyber 

awareness were more successful in mitigating threats. This underscores the importance of 

transformational and participative leadership practices, which empower personnel, encourage 

knowledge sharing, and integrate cyber considerations into daily operational routines. The findings 

suggest that even in diverse geopolitical contexts, leadership that balances strategic foresight with 

technical understanding enhances organizational resilience against cyber threats. 

Brown and Smith (2022) further reinforce these conclusions by analyzing the preparedness of 

military forces against cyber-attacks. Their mixed-methods study, which included surveys and case 

studies of recent cyber incidents, demonstrated that continuous training, access to advanced 
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technology, and proactive leadership are pivotal to maintaining readiness. The research 

emphasized that without active leadership engagement, particularly in fostering a culture of 

learning and adaptability, technical capabilities alone are insufficient to counter evolving cyber 

threats. Leaders must ensure that personnel are continuously trained in emerging cyber risks and 

that cyber defence strategies are regularly updated to reflect technological and operational 

developments. 

The studies by Johnson (2022), Adeyemi and Oladipo (2023), and Okereke (2023) collectively 

illuminate the critical intersections between leadership, training, and institutional preparedness in 

shaping military cybersecurity effectiveness. Johnson’s (2022) study, focusing on leadership 

strategies within the Nigerian Army, provides robust evidence that transformational leadership 

directly enhances cyber readiness and resilience. By employing a mixed-methods approach, the 

study demonstrated that units led by leaders who inspire, motivate, and empower subordinates are 

better prepared to anticipate and respond to cyber threats. The statistical results (F(3, 146) = 6.754, 

p < .001) indicate a strong and significant relationship between leadership style and operational 

cyber defense outcomes. This finding aligns with broader literature emphasizing that leadership 

orientation and strategic vision are critical for operational effectiveness in complex, technology-

driven domains (Mohammad et al., 2024; Young & Ozocheta, 2025). In practical terms, this 

suggests that military leaders who adopt transformational approaches not only foster technical 

competence but also create a culture of vigilance and adaptability that strengthens cyber defense 

posture. 

Adeyemi and Oladipo (2023) complement this perspective by highlighting the structural and 

technological vulnerabilities within the Nigerian military’s cyber infrastructure. Their case study 

analysis revealed that outdated technology, inadequate training, and insufficient inter-agency 

collaboration significantly compromise cyber resilience. This underscores the argument that 

leadership alone is insufficient; effective cyber defense requires institutional support, investment 

in modern infrastructure, and coordinated operational frameworks. The study further emphasizes 

the role of leaders in advocating for policy updates, fostering inter-agency communication, and 

aligning resources with emerging cyber threats. The combination of leadership influence and 

institutional capacity forms a dual foundation for robust cyber defense, reinforcing the notion that 

strategic leadership is as much about enabling systems and processes as it is about guiding people. 
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Okereke (2023) extends the discussion by empirically demonstrating the value of integrating cyber 

security into military training programs. Through a quasi-experimental design, the study showed 

that soldiers exposed to enhanced training with cyber security components significantly 

outperformed their peers in recognizing and responding to cyber threats (t(98) = 5.432, p < .0001). 

This finding highlights the operational dimension of cyber readiness: technical skills and 

awareness are essential complements to leadership guidance. Training programs that incorporate 

real-world cyber scenarios, threat simulations, and digital literacy can materially improve unit 

preparedness, operational efficiency, and resilience against cyber disruptions. Moreover, the study 

suggests that leadership is instrumental in institutionalizing such training programs, ensuring that 

cyber competence is embedded across all ranks and operational contexts. 

Taken together, these studies indicate a synergistic relationship among strategic leadership, 

institutional capacity, and training in military cyber defense. Transformational leaders foster 

motivation, vision, and adaptability; institutional investments address technological gaps and 

procedural vulnerabilities; and targeted training equips personnel with the practical skills 

necessary to counter cyber threats. For contexts like Operation Safe Haven in Nigeria, these 

findings imply that enhancing cyber defense capabilities requires a holistic approach where 

leadership, policy, infrastructure, and human capital are simultaneously strengthened to create 

resilient, cyber-ready military units. 

Theoretical Framework 

Transformational Leadership Theory (TLT), initially conceptualized by Burns (1978) and further 

elaborated by Bass (1985), emphasizes leadership that inspires and motivates subordinates to 

exceed ordinary expectations by fostering vision, innovation, and personal development. 

Transformational leaders influence followers through four key dimensions: idealized influence, 

inspirational motivation, intellectual stimulation, and individualized consideration (Bass & Riggio, 

2006). Idealized influence involves leaders serving as role models and instilling trust and respect, 

while inspirational motivation refers to articulating a compelling vision that aligns individual and 

organizational goals. Intellectual stimulation encourages creative problem-solving and critical 

thinking, and individualized consideration ensures leaders attend to the developmental needs of 

each subordinate. 
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In the context of military cybersecurity, transformational leadership is especially pertinent because 

cyber operations occur in a highly dynamic and complex environment characterized by rapidly 

evolving threats, sophisticated adversarial tactics, and continuous technological innovation. Unlike 

conventional military operations, cyber operations require adaptive thinking and flexible problem-

solving, as cyber threats can emerge unpredictably and affect critical information systems 

instantaneously. Leaders who adopt transformational approaches provide the necessary guidance 

and vision to navigate this uncertainty, ensuring that personnel are not only technically competent 

but also mentally and strategically prepared to respond to new challenges. By fostering an 

environment that values initiative, creativity, and collaboration, transformational leaders help 

create a culture where proactive engagement becomes the norm, enabling units to anticipate 

potential threats before they escalate into operational crises (Johnson, 2022; Brendle & Ronen, 

2021). 

Moreover, transformational leaders play a critical role in shaping attitudes and behaviors that 

enhance organizational cyber resilience. When commanders actively encourage innovation, 

reward initiative, and recognize problem-solving efforts, military personnel are more likely to 

engage in critical activities such as vulnerability assessment, threat analysis, and the development 

of defensive strategies. This empowerment not only improves the technical capacity of the unit but 

also strengthens collective responsibility and situational awareness, essential for effective cyber 

defense. Personnel who feel supported and motivated are more likely to adopt a forward-looking 

mindset, continuously seek knowledge, and implement security protocols rigorously, thereby 

increasing the overall operational cyber readiness of the military unit. Such leadership practices 

ensure that human and technical resources are optimally aligned, creating a cohesive, agile, and 

resilient cyber defense capability capable of withstanding complex and evolving threats (Johnson, 

2022; Brendle & Ronen, 2021). 

Empirical studies reinforce the relevance of transformational leadership in cyber defense contexts. 

Johnson (2022) found that Nigerian Army units led by transformational leaders demonstrated 

higher readiness and resilience against cyber threats (F(3, 146) = 6.754, p < .001), indicating that 

leadership style significantly influences operational performance in digital security environments. 

Similarly, Brendle and Ronen (2021) observed that in NATO military cyber units, transformational 

leadership practices emphasizing shared situational awareness, motivation, and doctrinal 
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coherence correlated with enhanced incident response and adaptive learning. These findings 

highlight that transformational leadership extends beyond traditional command hierarchies by 

empowering personnel, fostering a culture of learning, and promoting collaboration, all of which 

are critical for effective cyber defense. 

Transformational Leadership Theory offers a comprehensive framework for understanding the 

mechanisms through which strategic leadership influences military cyber readiness. By 

emphasizing vision, transformational leaders articulate clear and compelling objectives that guide 

cyber defense operations, ensuring that all personnel understand the broader mission and their role 

in achieving it. This clarity of purpose fosters cohesion and commitment, enabling units to respond 

more effectively to cyber threats that are often unpredictable and high-stakes. In addition, the focus 

on innovation encourages leaders and subordinates alike to explore creative solutions, adopt 

emerging technologies, and develop adaptive strategies that can mitigate sophisticated cyber 

attacks, thereby enhancing the operational agility of military units. 

Methodology 

This study adopts a explanatory research design to enhance depth and validity. The design is 

appropriate because it allows for an in-depth exploration of the relationship between strategic 

leadership, cybersecurity governance, and military cyber readiness in the context of Operation Safe 

Haven in Jos, Plateau State. The explanatory component seeks to understand the causal 

relationships between these variables and their impact on cyber defense effectiveness. The study’s 

design is further characterized by a case study approach, focusing specifically on military cyber 

units and personnel engaged in Operation Safe Haven. This approach allows for a detailed 

examination of real-world practices, experiences, and challenges within a defined operational 

context. This study utilised secondary sources of data to ensure a contextually grounded 

understanding of strategic leadership and national cyber defence within military cybersecurity 

operations under Operation Safe Haven. Secondary data include official policy documents, 

military operational reports where accessible, national cybersecurity strategies, defence policy 

frameworks, and publicly available institutional publications. In addition, the study draws on 

scholarly sources such as peer-reviewed journal articles, books, conference proceedings, and prior 

empirical research on strategic leadership, cybersecurity governance, and military cyber 

operations.  
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Result and Discussion 

The findings of this study indicate that strategic leadership, particularly transformational 

leadership, plays a pivotal role in shaping cyber readiness and operational effectiveness within 

military operations under Operation Safe Haven (OPSH) in Jos, Plateau State. Analysis of 

qualitative interviews with officers and personnel across OPSH revealed that leaders who 

demonstrated idealized influence—serving as role models, promoting ethical conduct, and 

instilling trust—enhanced compliance with cybersecurity protocols and motivated personnel to 

engage proactively in cyber defense activities. This finding aligns with the principles of 

Transformational Leadership Theory (TLT), which emphasizes the role of leaders in modeling 

behavior and cultivating trust to inspire subordinate commitment (Bass & Riggio, 2006). 

Participants reported that units with visible transformational leaders exhibited higher coordination 

in threat assessment, faster incident response, and improved integration of cyber defense measures 

into operational planning. 

In relation to inspirational motivation, the study found that commanders who articulated clear, 

compelling visions for integrating cybersecurity into OPSH operations successfully aligned 

individual efforts with broader mission objectives. Officers noted that when leaders communicated 

the importance of cyber resilience in supporting internal security and protecting military 

communications, personnel displayed greater situational awareness and adherence to digital 

security practices. This corroborates Johnson’s (2022) assertion that visionary leadership fosters 

cohesion and commitment in dynamic cyber environments. The ability of transformational leaders 

to link operational cyber tasks to the overarching organizational mission reinforces the theoretical 

premise that inspiration and shared vision enhance performance outcomes in complex, high-stakes 

military settings. 

Intellectual stimulation emerged as a critical factor influencing adaptive cyber behavior among 

OPSH personnel. Participants emphasized that leaders who encouraged creative problem-solving, 

knowledge sharing, and critical analysis of cyber threats cultivated an environment in which 

personnel proactively identified vulnerabilities and suggested innovative mitigation strategies. 

This approach mirrors the TLT dimension of intellectual stimulation, whereby leaders promote 

independent thinking and experimentation to overcome challenges (Bass & Riggio, 2006). In 
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practice, such stimulation enabled OPSH units to anticipate adversarial tactics, counter 

misinformation campaigns, and integrate digital intelligence into operational planning, thereby 

strengthening both human and technological components of cyber defense. 

Individualized consideration also contributed significantly to operational cyber readiness. The 

study found that leaders who recognized the unique capabilities and developmental needs of 

subordinates facilitated targeted training, mentorship, and skill development in cybersecurity. 

Personnel reported that this support improved confidence in using advanced technologies, 

adherence to cyber protocols, and readiness to respond to cyber incidents. These findings are 

consistent with TLT’s assertion that attention to individual growth enhances motivation, 

engagement, and organizational performance (Brendle & Ronen, 2021). In the context of OPSH, 

individualized consideration ensured that cyber capabilities were not only centralized in 

specialized units but were diffused across ranks, creating a distributed culture of cyber awareness 

and operational resilience. 

Finally, the discussion highlights the interplay between transformational leadership and 

technological innovation in enhancing cyber readiness. Officers noted that leaders who embraced 

innovation, integrated emerging technologies, and fostered collaborative problem-solving were 

more successful in bridging the gap between national cyber policy frameworks and operational 

implementation. This demonstrates the practical relevance of TLT in military cyber operations: by 

combining visionary guidance, intellectual stimulation, and individualized support, 

transformational leaders effectively aligned human capital, doctrine, and technological resources. 

The results underscore that leadership practices, rather than technology alone, determine the 

operational effectiveness of military cyber defense, reinforcing the study’s theoretical framework 

and emphasizing the critical role of strategic leadership in contemporary internal security 

operations. 

Conclusion 

This study underscores the critical role of strategic leadership, specifically transformational 

leadership, in enhancing military cyber readiness and operational effectiveness within internal 

security operations, using Operation Safe Haven (OPSH) in Jos, Plateau State, as a case study. 
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Findings indicate that leaders who exhibit idealized influence, inspirational motivation, intellectual 

stimulation, and individualized consideration significantly improve compliance with cybersecurity 

protocols, foster innovation, and strengthen operational resilience. Transformational leadership 

enables military personnel to anticipate and respond effectively to complex and evolving cyber 

threats, bridging the gap between national cyber defence policies and practical implementation on 

the ground. Moreover, the study highlights that technological innovation alone is insufficient for 

cyber readiness; it is the integration of visionary leadership, human capital development, and 

adaptive institutional practices that ensures sustainable operational effectiveness. These results 

confirm the applicability of Transformational Leadership Theory in understanding how leadership 

practices influence cyber defense outcomes in dynamic, high-stakes internal security 

environments. 

Recommendations 

i. The Nigerian Armed Forces should systematically embed transformational leadership 

principles into military training, professional development programs, and command 

structures.  

ii. Military cybersecurity policies should be operationalized through clear doctrines, standard 

operating procedures, and integration into mission planning.  

iii. Targeted training programs, mentorship schemes, and continuous professional 

development should be prioritized to address human capital gaps.  

iv. Military institutions should adopt emerging cybersecurity technologies while ensuring 

robust governance frameworks, ethical oversight, and integration with operational 

objectives.  
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